AEG INSTALLATION GUIDE:
powersowtnons  UPS INTEGRATION IN VMWARE ESXI ENVIRONMENTS

A safety solution with VMware requires Host(s) with the latest version of VMware ESXi, an UPS
solution with SNMP adapter, a Workstation with vSphere client and installed vMA and
communication module “RCCMD”, that is the software module for the emergency shutdown in the
virtual world. AEG Compact UPS solutions designed for the use with server infrastructure come with
UPS management and shutdown software (CompuWatch) and communication module “RCCMD”,
that is a software module from CompuWatch for the shutdown of devices in the virtual world. AEG
Compact UPS solutions designed for the user with server infrastructure come with 5 network licenses
in box.

This document is intended to guide you through the installation of vMA,”RCCMD” from CompuWatch
and the configuration of “RCCMD”.

l. Installation of VMA

* Please follow the link to download VMware vMA (the size of software package may exceed
900MB):
https://my.vmware.com/web/vmware/details?downloadGroupi=VMA600&productld=490

* Extract the downloaded vMA software package
* Start vSphere client and open “File” menu, select “Allocate OVF template”, follow the

instructions on the screen and implement the vMA in the network environment of VMware.

192.168.200.30 - [~ Deploy O¥F Template ol
= 2 A . S
Datei | Bearbeiten Ansicht Bestandsliste s )
Select the source location,
Neu i’ aslk
I OVF-Vorlage bereitstellen... I
Expo t N Sfource
i OVF Template Details

Bericht 4 a \am atio

Zuordnungen drucken st & 2 % Deploy from file:

Beenden ; |D:1via-5.0.0.0-4726301vMMA-5.0.0.0-472630_OVF10.0vF  ¥| | Browse...

% vMAG c Choose this option if the source OVF template (*,0vF) is on the local file system.
Ein For example, your C: drive, a network share, or a CDJDYD drive.
Vir

Ausfuhrung virtueller Maschinen eingesetzt wird
stellen die CPU- und Arbeitsspeicherressourcen

Verfiimminn  die unn den virtiallen Macerhinan ua

* Answer questions step by step
o Name of YMA
o Choose the Host
o Choose the storage
o Network configuration
* |If the window “Ready to Complete” appears, push () Deployment GORRIEEERE =10f]
=) Deploying vha,
the button “Finish
Completed Successfully

> Now the vMA will be installed with the entered

parameters in the network environment

* Afterwards, the vMA may be started like a virtual server via “Power on”

2016/01/05 Dieter Brandt 1



AEG INSTALLATION GUIDE:
powersowtnons  UPS INTEGRATION IN VMWARE ESXI ENVIRONMENTS

. Installation of RCCMD from CompuWatch

* Please follow the link to download the latest version of the communication module
“RCCMD”;
https://www.aegps.com/en/ees/data-it/ups-software/download

and keep ready your CD-key for the authorization to download the VMware package

* “Communication module” > “RCCMD for VMware” > “Enter CD-Key” and “Create Package”

& vmware ___ RCCMD for VMware ESX( —

LEADY.] Communication Module for VMware ESX(i)

CERTIFIED

Download Menu Version: 4.10.12 150506

CompuWatch
CompuWatch

SNMP Adapter Update CompuWatch
Communication module .
Network Management SW

SNMP Adapter Update

SNMP Adapter Update Download Menu

s
____Communication module SNMP Adapter Update

Communication module
Network Management SW o)

Create package...

Communication module

* Transfer the “rccmdinst64.tar file via FTP or SFTP client to the vMA
* Open a SSH connection (putty) to the vMA and login as vi-admin
* Extract “rccmdinst64.tar” on the vMA (command: tar —xvf rccmdinst.tar)
e Look for the installation-file and start the installation with command sudo ./installRCCMD.bin
(sudo is a command to run programs with the security privileges of other user and superuser)
o aninteractive console installation menu appears.
* Select your desired language and answer the questions step by step.
o Information on general handling and SysOS appears
= License key
= vMA name or IP address
o After successful installation of the rccmd the module starts automatically
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1. Configuration of RCCMD from CompuWatch

Open your web browser and enter the IP-address of the vMA to get remote access to the
vMA where RCCMD is running with the right port; https://<ip-address vMA>: 8443
Login of RCCMD configuration page appears.

€ ) @ hittps://192.168.200.103:8443/login.htm

c ~ Google

RCCMD

IP: 192.168.200.103

System Login: System Status

Current status of RCCMD is : running
Username: =dmin

Password:

Please login with the default access parameter

User: admin

Password:

cs121-snmp

o RCCMD configuration web page with menu items appears.

What are the basic configuration parameters?

Connections

IP-address of SNMP adapter in the UPS
Heartbeats

Test of connection to SNMP adapter
VMware Settings

Shutdown of VMs and Host

Virtual Machine Management

Via ESXi

Enter name of vMA (rccmd)

Verify the ESXi Host

Save Changes

More than one host
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Add Host

and

Enter necessary parameters
o IP
o User name
o Password

Check Values

Save Changes

€ | @ https://192.168.200.130:3443/Options/vm:

wareSettings.htm

RCCMD

IP: 192.168.200.130

Status

 View Event Log
e System Status
« Logout

Options

« Connections
e Heartbeats

« Redundancy

« Shutdown Settings
« Notification Settings
« VMware Settings

« Advanced Settings
« Web Configuration
* User Settings

VMware Settings

Virtual Machine Management:

within ESXi El

The virtual machine that runs RCCMD must not be shutdown. Or else RCCMD cannot
shutdown the the other virtual machines and hosts. Enter the virtual machine's name
on which RCCMD runs.

Info...

VM running RCCMD  VMAS5_ES

Add.. Remove Edit.. Verify

ESXi Hosts to shutdown
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Help . . .
EsXi Address Shutdown duration Verified
o henaal 192.168.200.30 90 Seconds success
Total estimated Shutdown time for the System with current configuration: 00:01:30
€ ) @ hitps/192168.200.1308443/Options/vmuares

Add ESXi Host credentials
Enter the information for this ESXi Host below. (If vMotion shall be used, the Host
name must be identical to the name in the vCenter.)

Host name or IP: 102.168.200.34

User name: root

Password:  seeecccee
Time granted for virtual machines to shutdown before Host gets shutdown in seconds:

90

Check Values Success.

Abort Save Changes
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Last step to finish configuration

Click on System Status
...and Restart “RCCMD”

RCCMD configuration using vCenter with integrated RCCMD TAB

Connections
IP-address of SNMP adapter in the UPS
Heartbeats
Test of connection to SNMP adapter
VMware Settings
Shutdown of VMs and Host
o Virtual Machine Management
* by RCCMD
Virtual Machine behavior

o

= Shutdown virtual machines
=  Put Host(s) into Maintenance
Maintenance timeout
IP, user name, Password
Enter name of vMA (rccmd)
Verify the ESXi Host(s)
Save Changes

O O O O O

RCCMD configuration using vCenter

Select “Virtual Machine Management”: ,,by RCCMD”, if the hosts are managed by a vCenter
Server. RCCMD must be configured to manage virtual machine handling in case of a
shutdown event.

Selecting “Virtual Machine Behaviour: Shutdown Virtual Machines” is safe choice. In this case
RCCMD sends a shutdown signal via VMware Tools to the running virtual machines on each
host.

Selecting “Virtual Machines Behaviour”: ,Put Host(s) into Maintenance Mode” to send a host
into maintenance, thereby triggering vMotion for the virtual machines. If maintenance mode
fails, then the remaining hosts will proceed with the “Shutdown Virtual Machines Behavior”.
Enter the period of time after which to abort trying to reach Maintenance Mode. If
Maintenance Mode is not reached after this time, then the remaining hosts will proceed with
the ,,Shutdown Virtual Machines” behavior. This is the last resort to shut down the hosts and
virtual machines.

Click the “Save Changes” button prior of the leaving of this site to save your changes and
restart RCCMD.
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IV. Conclusion

* RCCMD software module from CompuWatch shuts down the VMs and the Host(s)
*  Only “1” network license is necessary for VMware
* RCCMD configuration is easy to use
o VSphere client
= Enter ip address of vMA in browser
= Connections (...IP address of UPS...)
= Heartbeats (...communication test to UPS)
=  VMware Settings
* Virtual Management: within ESXi
* Verify host

* Save changes

o vCenter
= Open vCenter and select TAB “RCCMD Client”
= Connections (...IP address of UPS...)
= Heartbeats (...communication test to UPS)

=  VMware Settings
* Virtual Machine Management: by RCCMD
* Virtual Machine behavior: Shutdown virtual machines or Put Host in
maintenance
* Enter IP, user, password
* Verify hosts

* Save Changes

Important terms used

VMware: Virtual Machine ware

VMware ESXi x: Versions of software product for VMware

Hypervisor: VMware ESXi product for virtualization

VM, Guest: Virtual Machine, virtual server

vSphere client: Tool to manage and administrate VMware

vMA: Virtual Management Assistant (general interface for application)
vCenter: Management software for VMware on different hosts

vMotion: Tool for maintenance mode to move VMs from host to host
Host: The hardware for the VMware

RCCMD: Remote Control Command module
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