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1. What is the UPS-Management Software?

The UPS-Management Software is a client/server application for networks and local
workstations. The server module of the UPS-Management Software is UPSMAN, which
communicates via RS-232/USB or network cable with the UPS. When UPSMAN starts, it
collects the protocol messages from the UPS as a background program (service).
UPSMAN interprets received messages and makes them available to the client module, a
webserver interface UPS View, the WINDOWS UPSMON, JAVAMON or to any other
SNMP application. The data communication to the client modules is achieved via TCP/IP
or SNMP.

The SNMP protocol of UPSMAN with UPSMAN.MIB is a special private MIB type 1, the
UNIX UPSMAN and CS121 web adapters use the newer MIB 2 standard RFC 1213 &
1628. All UPSMAN clients using TCP/IP may using the GENEREX communication
protocol UPSMON, which is provided as an API to all OEM customers in order to create
own applications.

If UPSMAN detects voltage variations or a power loss it can execute different system
event routines (EVENTS), which, for example, may shutdown the server or send warnings
to connected users. These system event routines, which are part of the UPS-Management
Software, are fully customisable.

The client modules are used for operating and monitoring the active UPSMAN software
connected to an UPS. You can program UPS-Routines (e.g. define dates for automatic
UPS-tests, shutdown the system at defined dates, etc.), check the status of the UPS,
execute different UPS-tests or create power quality statistics. With the client modules you
can also constantly monitor and evaluate the event protocol (log file) that is permanently
updated by UPSMAN.

RCCMD ("Remote Console Command") is an additional module which executes a
command on a remote system, similar to the Remote Shell-Program (RSH) known in the
UNIX world. RCCMD is used to provide a simultaneous shutdown of several servers that
are all supported by the same UPS.

The following listed features depend on the UPS model. Please ask your UPS dealer
which of these functions are available with your UPS model. The following list shows you
the maximum variety of features of the current UPS-Management Software.

@ Client/server software for heterogeneous networks with one and three-phase UPS.
"Look & feel" is identical on all platforms.

E Support for almost all UPS types and UPS manufacturers with serial (RS-232), USB,
network or dry contact UPS protocols.

E Integrated proxy SNMP agent for WINDOWS and Linux.



@ Modular structure; optional it is possible to extend the system for multi-UPS
surveillance via UNMS. External modules (hardware) allow for a variety of system
extensions such as: SENSORMAN, RASDIALER (modem solution), UPS SNMP Watch,
JAVAMON, HP OpenView UPSMON and others.

@ Support all important network protocols for the graphical control of the UPS from
every Windows station in the network.

mAutomatic unattended shutdown of local and remote computers in networks
(Master/Slave via RCCMD module)

¥i| Low battery warning, on-screen autonomy time, battery time countdown, low battery
warning, UPS temperature such as battery and internal temperature, defect battery
warning, time and data stamp event logging, extensive logging of all UPS activity and user
messaging.

E Battery management, surveillance and counter for power events.

¥i| SMTP compatible system with messaging service for e-mail, e-mail to SMS or other
external services.

¥i| Menu for several UPS test functions, such as economy mode, UPS temperature,
battery load, power socket switching and UPS emergency power-off.

@ Shutdown and test functions can be executed with a scheduler

¥ Graphical display of quality of incoming power load frequency in minimum/maximum
or average values.

E Also monitors UPS systems, via SNMP connection.

1.1 UPSMAN double function - UPS and RCCMD Server

The UPSMAN module is not only reading and managing the computer where the

UPSMAN is running on; i t is at the same t iinethetcénmputei RCCMD

which sends RCCMD commands into the network which will start the shutdown procedure
on remote computers. The program RCCMD is designed to execute a command on a
remote system in a TCP/IP network. RCCMD works like the Remote Shell (RSH) known in
the UNIX environment. Inside the UPS-Management Software RCCMD is used to
shutdown several servers that are all powered by a single UPS. For this job, one of these
computers is configured as UPS-master server.

Install the UPS-Management Software UPSMAN on your UPS server and connect it to the
UPS. Alternatively, a SNMP adapter type CS-121 or compatible device can be used for
this as well. The other servers are only connected to the UPS power supply, no RS-232
connection is necessary. On these remote systems, install RCCMD client software and
create a shutdown routine for every system. This shutdown routine may be a batch or



shell script file, that contains the down and other commands for this system. After that,
add RCCMD to the shutdown job or to the EVENT configuration of the computer running
as UPS master server.

Send Email +

Net send

message +

Shutdown !

Shutdown ! '
Shutdown !
RCCMD 2 client RCCMD 2 client RCCMD 1 client

7:
NOVELL Server Windows Server

Novell|Server

UPSMAN Server +
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0
Firewall

Firewall

UPSMAN Server

0s/2 UNIX Server +RCCMD 2 Sender
RCCMD 1 client RCCMD 2 client
Shutdown ! Shutdown !

Figure 1: UPSMAN and RCCMD in a network environment

2. Quickstart i Installation/Configuration UPS Software

2.1 Preparation of the Installation

Before you install the UPS-Management Software, please ensure that your UPS is
working correctly. Connect the UPS to the relevant serial/USB port of your computer using
the original cable coming with the UPS. Some UPS models provide several
connections/interfaces, please check the user manual for detailed information which port
has to be used for the UPSMAN software.

o Attention: The UPS comneable isvery ofterra special cable, which is
provided by the manufacturer of your UPS system. Please see
the corresponding cable configurationthsappendix gfour
UPS manual



2.2 Windows 2000/XP/2003/VISTA/7/2008 UPSMAN Installation

General

The UPSMAN for Windows is a real background service and has no graphical output. The
UPSMAN is the only necessary process for all UPS management actions. The graphical
client modules (eg. Webinterface or UPSMON) are only for viewing the UPS data or for
for the graphical administration, but not compulsory for normal operation of a UPS
software like shutdown, messaging, etc.

Installation

The UPS-Management Software is distributed on a CD-ROM or as full version download
from the web site of the UPS manufacturer. A license key is required for both distributions.
The Windows part of the software is found in the root directory of the distribution package
and is started automatically or e x e c ut i nINSTALLh & X Eodonmand. This SETUP
process copies the desired UPS files to your local hard drive.

Licensing

The first input window is the license key of the CD (license = license key = key code). This
key code is shipped separately (as electronic document, paper document, or in any other
form i please contact your UPS dealer for information where to find the key code).

Every license key allows the customer to install one UPSMAN software (suite, consisting
of UPSMAN and several graphical client modules). To install RCCMD, another - separate
license key - is required i for every installation a new RCCMD key is needed i DO NOT
install the same license key more than once !

(The RCCMD sender functionality is already integrated into the UPSMAN. Only for the
client computers a new RCCMD license is required!) Additional RCCMD installations can
be executed from the same CD ROM or download image, using different license keys.

Beside copy protection, the license key distinguishes the different OEM UPS customers
from each other. It is not permitted to use any other license key than the one provided with
the software.



3. Start Installation + Basic configuration of UPSMAN

To start, please make sure that you have full administrator rights in order to complete the
installation.

Step 1: Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory on your computers harddisk.

Step 2: Please execute the installation program
install.exe in order to install the files to your
system and choose a desired setup language.

Step 3: Please enter your UPSMAN or RCCMD license
key to choose the correct software package. The
license key determines, which module can be
installed. The installation software shows a
progress bar until the software has been
extracted and the installation begins.

Installrymhere bereitet die Installation wor

. =
%

[C) 1997-207 O Flexera Saftware, Inc. andfor InstalShisld Co. Ire.

You can choose the language of your installation in the welcome screen. Choose your
|l anguage and click the AOKO button.

InstallAnywhere will guide you through the installation

Itis strongly recommended thatyou quit all programs before
continuing with this installation.

Click the ™Mext' buttan to proceed ta the next screen. [fyou want to
change something on a previous screen, click the Previous' button.

You may cancel this installation at any time by clicking the 'Cancel’
hutton.

Installer version: 108

Previous




Figure 2: Introduction

In the next menue you can see the progress column where the next steps are visible. Click
t hBEX#0 button to continue.

Enter your license key
LS Maragement Software Sute
NIi
.

1
2

23456789

3456139
3456789 10+

re License Key

Enter license key:

Usually the license key is located on the installation booklet, oron a
label on the reverse side of the CD sleeve.

Figure 3: Enter your License Key

In the next menue you have to enter your license key i a picture shows an example. Enter
the | icense kNEXTOluttonto tontiode. t he i

o Attention: If you enter a wrong license number at this stage, the UPS
Management software will be set to a 30 day trial version. You
may enter the correct license in the main window of the
UPSMANonfiguration at a later stagBleae see figure
below
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Device

Model |
[Search UPS:] [No UPS model defined ] [ROpen
Location |
Power VA (500 | Holdtme m: |10

Load VAl 500  Rechargetime hi: 6

Date of Battery Installation [DD.MM.YYYY]: |D1.08.2011

Device:
Address Listen Port:  |5769

Licenceksy: Thal version-epires afie | ypg p:
Reset to Factory Seftings

@ 1995-2011 Generex GmbH, Hamburg, Gemany.

V5825

Figure 4: Thirty-Day Trial Version without Key Code

Installation and Use of UPSM Requires A
Following License Agreement:

Copyright

The information contained in the manual of this
product is nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no obligations with this
information. The software

described in this brochure is given on the basis
of a license contract

and an obligation to secrecy (i.e. an obligation
not to further publicise

the software material). The purchaser may make a

(@) | accept the terms of the License Agresment

) | do NOT acospt the terms of the License Agreement

Figure 5: License Agreement
Read and confirm the license agreement and continue witht h BEXdi0 but t on

In the next window enter the path where you want to install the software. Default is the
subdirectory AUPSO into the program files fol

11



Where Would You Like to Install?
| C:\Program Files\UPS

[ Restore Default Folder | [ Choose...

Figure 6: Choose Install Folder

Click the « Next » button and choose the install set.

Install Set | Complete

+[¥]UPS Manager (UPSMAN)
--[]Support Tools
[Z]UPS Viewer {UPSVIEW)
[ Help

4
Description

Upsman is a system senvice that communicates with the UPS via
RS5232, USB or SNMP. This feature provides the basic functionality of
UPS management.

Figure 7: Choose Install Set

In the Install Set menu you can choose the following modules:

E UPS MANAGER (UPSMAN) - This is a background process UPSMAN, the core of
the system. The UPSMAN is the service, which maintains the direct UPS RS-232/USB or
network connection with the computer and the UPS.

12



E Support Tools T This is the UPS Monitor Software. It is used to display a graphical
visualization of the data the UPS manager provides. This feature and the gchart software
are disabled by default and will not be installed automatically.

EUPS Viewer (UPSVIEW) i The webinterface of the UPS accessible through
Webbrowser. It shows the most important UPS data and alarms.

E Help files are provided withthes o f t war e, basi cl ywhichybsare he use
reading here and some extra informations which may be added from time to time.

In next menu you can choose to create a new program group (default) or to choose icons
elsewhere or not at all.

Where would you like to create product icons?

@ In a new Program Group: Generex Management Software
(7 In an existing Program Group: | .MNETpower Management

(71 In the Start Menu

(7) On the Desktop

(71 In the Quick Launch Bar

() Other:

(7) Don't create icons

Create Icons for All Users

Previous

Figure 8: Choose Shortcut Folder

In the next menu you see an overview of your installation and you may now press
Al NSTALLO to begin.

13



Please Review the Following Before Continuing:

Product Name:
UPSManager

Install Folder:
C:\Program Files\UPS

Shortcut Folder:
C:\ProgramData Microsoft Windows' Start
Menu'Programs'Generex Management Software

Product Features:
UPS Manager (UPSMAN)
Help
Graphical Charts (GChart)
UPS Web View

Previous Install

Figure 9: Pre-Installation Summary

Into the next window, you got the opportunity to open the required firewall ports 960 and
5769 automatically.

@ UPSTCP needs ports 960 and 5769 opened in the
¥ Firewall.

Should these ports now be opened in the Windows Firewall?

)R T A L)

Figure 10: Firewall Configuration

The port 960 is used by the UPSMAN tray.

The UPSMAN tray provides the appearance of the UPSMAN message box as pop-up into
the foreground. If you do not want to receive messages from the UPSMAN, please close

the UPSMAN tray via the context menu. To disable the UPSMAN tray permanently, you
can disable it into the UPSMAN configuration.

14



The UPSMAN tray appears into the taskbar.

From UPSMAN version 5.8.75 the UPSMAN tray displays the status or rather a change of
the status of the UPSMAN as follows :

Green : Output Active, ECO Mode

Yellow : Bypass Mode, UPS Test Active, Inverter Warning, Overtemperature, Input High,
Output High, Inverter Failure, Battery Bad

Red : Backup Mode, Battery Low, Shutdown Active

Grey : Communication Lost

[ UPS-Status:
Output active, Backup mode

DE . mewew 1

UPS-5tatus:
Output active

DE . . |‘:|:| 16:06

11.09.2012 11.09.2012

Figure 11: UPSMAN Tray Icon Status

In addition from UPSMAN tray version 1.0.0.7 the UPSMAN tray provides a context menu
with the following features :

e  About : Opens the UPSMAN tray window with its version number, copyright

e  UPSMAN Configuration : Start of the UPSMAN configuration directly

e  Start UpsView : Start of the UpsView directly

. Close UPSMAN Tray : Close UPSMAN tray

About, .,

LIPSMARN configuratian
Skart Upsiiew

_E. Close UPSMAN-Tray
gy T 1z.09.2012

Figure 12: UPSMAN Tray Context Menu

The USB support of your UPS depends on the hardware interface. In some cases (HID
compatible interface) i no additional driver is needed, since HID is already part of

15



Windows and Linux. In all other cases you receive a USB driver (eg. LibUSB driver) with

the UPSMAN software which is installed separately i or you receive a USB-2-serial driver

which creates a new virtual com port on your system. The difference between an USB and
anUSB-2-ser i al driver is that wusing USB driver yo
UPSMAN, and with USB-2-serial driver you use a COM port.

The installation of 3" party drivers will be through in some seconds - after this you may
receive a message to reboot your computer. This may be ignored if you have already a
USB driver from prolific on your system. In other cases please try first to communicate
with the UPS through UPSMAN and restart your system only if the communication or the
fisearch UPS0O does not work at once.

NOTE: If a reboot is necessary, you can continue the configuration by clicking in the
Programgr oup on A UPSMAN tleaconfigurgionrwdl pap emand you can
continue the configuration i following the instruction on the next pages.

The main configuration page of UPSMAN is the DEVICE PAGE:
DEVICE PAGE:

Device |System | Files | Mail Serverl Eventsl

Model

[Search UPS:| Mo UPS model defined ~| [ROpen ~]

Location

Power [VAl. 500 Hold time [m]: 10 v

Load [VA] 500 Recharge time h]: &

Date of Battery Installation [DD.MM.YYYY].  27.07.2011

Device:

Fort: COM1 - Baudrate: 2400 -
Address Listen Port: 5769
Licencekey: 145IC4X- UPSID o

[ Reset to Factory Settings ]

© 1955-2011 Generex GmbH, Hamburg, Germary.
V 5825

Figure 13: UPSMAN Configuration
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When the UPSMAN configuration starts up, choose from the UPS modellist your UPS type

ior use ASearch UPS0 to make UPSMAN try to id
identified, the UPSMAN will show you a list of UPS devices which are corresponding to

the search requests i please pick the right model from the list and confirm with OK.

Autodetecting devices ... ﬂ

Searching USB and
COM ports for connected g
LIPS device

Current port; | COM1

During the auto search process this box will appear, you may stop the search at anytime
and choose the UPS from the drop-down list manually to speed up the process.

UPSMAN

Device |Sy5tern | Files | Mail Server | E\rent5|

Model:

[Search UP5]  [Ne UPS model defined ~] [ROpen ~

) MSRT PRO kWA -
Location:  WSRT PRO 1kVA=1Batt
MSRT PRO 1k\VA+2Batt
MSRT PRO 2WA
MSRT PRO 2k\VA+1Batt
MSRT PRO 2\VA+1Batt (<L)
MSRT PRO 2k\VA+2Batt
MSRT PRO 2k\VA+2Batt(¥L)
Date of Batten SRT PRO compact ZcVA
MSRT PRO compact 2kVA+1Batt
MSRT PRO compact 2<VA=1Batt(xL)
MSRT PRO compact 2c\/A+2Batt
MSRT PRO compact 2<VA=2Batt(XL)
Port: MSRT PRO 3kWA
or- MSRT PRO 3k\A+1Batt
MSRT PRO 3kVWA+1Batt(xL)
Address:  MSRT PRO 3cVA+2Batt 5763
MSRT PRO 3kVWA+2Batt(XL)
Licencekey: MSRT PRO compact VA ]
MSRT PRO compact 3<VA+1Batt —
MSRT PRO compact 3VA=1Batt(xL)
MSRT PRO compact 3<VA+2Batt
MSRT PRO compact 3kVA+2Batt(XL)
g Cable 2 L Gemany.
Cable 6 T
Cable 7
Cable 8
N. 0. contact

[ Advanced Us N. C. contact

SNMP Adapter / RFC 1628

Power [VA]:
Load [VA]:

Device:

V5825

] Gt

1

Figure 14: Select UPS Model

I'f the model A SNMP Ad a p tpkease riote R iCid réqRi@dthattile s el e ct
battery installation date is identical in the UPSMAN and CS121 configuration.

After having choosen the correct UPS type the UPSMAN standard installation is finished.
If you press now OK, the UPSMAN service will ask to start i press YES and if no further
error message appears within 1 minute, the UPSMAN will now watch the UPS and send
messages in case that an alarm occurs. If the UPS runs on battery and the battery have

17



only 3 minutes left, the UPSMAN will automatically shutdown this computer. In case of
alarms a messagebox will pop up similar to the one above and the user can connect with
UPS VIEW, UPSMON or any other graphical viewer to see the actual UPS alarms.

UPSMAN runs i n wi ndseawsndoas serfice éist how to estop/start the
upsman and related services.

£ Services = |[= ] =
File Action View Help

@ EBEGL = HE vunn

Services (Local) O Services (Lacal)
UPSHan Mame Description  Status  Startup Type  Log Onds  *
NS UPS Networ. Manual Local Syste.,
Description:
UPNP Device Hast  Allows UPn.. Manual Lozl Service
USY Wanager fur
Unterbrechungsfreie UPShian USV Manag. Automatic Local Syste.
Stromwersorgung - Dieser Service UPSM&N HTTP Stated  Automatic Local Syste.
berwracht Ihre USV und sendet User Profile Service  This service .. Stated  Automatic Local Syste.
Netzwerk-Nachrichten und RCCMD Virtual Disk Provid Manus! Local Syat
Shut-Down-Signale in Thr Netzwerk, s s roviees m s cealyste
wenn ein langerer Stromausfall Viviware Agent Ser.. Viware Ag. hanual Local Syste.
auftitt. Zur Kanfigurartion starten Vivware Authoriza... Authorizati.. Started  Automatic Local Syste.
Sie "upsman -config Mware DHCP Ser.. DHCP seni.  Started  Automatic Local Syste.
VMware NAT Serv... Network ad.. Started  Automatic Local Syste.
VMware USB Arbit. Started  Automatic Local Syste.
Valume Shadow C... Manages an. Manual Local Syste.
WebClient Enables Win., Stated  Manual Local Service
Windows dudio  Manages au.. Started  Automatic Local Service
Windows Sudio E.. Manages au.. Started  Automatic Local Syste.. |-
Windows Backup  Provides Wi Marnual Local Syste.,
Windows Biarmetri., The Winda.. Marnual Local Syste.,
Windows CardSpa.. Securely en.. Marnual Local Syste.,
Windows Color Sy... The WesPlu. Manual Local Service
Windows Connect... WCMNCSWC ... Manual Local Service
“« S - [ B »
\ Bxtended /{ Standard

Figure 15: Windows Services

Installation and basic configuration FINISHED. Your computer is now UPS protected
and will be shutdowned automatically in case of an extended Powerfailure.

For a simple UPS communication and automatic shutdown of the UPSMAN
computer i the configuration is complete!

For further UPSMAN configuration issues please continue to read in chapter 3.2 i
Advanced User i UPSMAN Windows configuration.

To check your configuration you may use one of the monitoring tools provided with your
UPSMAN software (UPS View, UPSMON, UNMS, JAVAMON or other). The moment you
can read UPS data from your monitoring interface, the installation was successful and you
may close the monitoring tool and keep the UPSMAN running in the background .

In the following figure is the UPS VIEW webinterface of a Protect 3.33 UPS. It shows the

mo st i mportant UPS data HRAOPa@I! air md o mshihgeie i WiPSev /

the background and provides the data for this webinterface. The following chapters explain
now the various UPSMAN monitoring tools, starting with most common UPS interface for
Wi ndows AUPSMONO.

18



Figure 16: Protect 3.33 UPS Webinterface

3.1 Settings of the Authorization of the UPSMAN Service

This function is used for the commitment of the user authorization of the UPSMAN service,
which exceeds the system shutdown, e.g. execution of batch files, script files etc.

Open the menu of the properties window for the UPSMAN service (via control panel,
administration and services) and click t
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