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1. XenServer Migration introduction

o  Winpower will trigger the XenServer hosts (Powered by UPS) enter maintenance mode,
so as to migrate the VMs to the other online XenServer hosts After the UPS AC failing. At
the End, Winpower will shut down the XenServer hosts gracefully when the time is met.
If the UPS AC restore, Winpower will trigger the XenServer exit maintenance mode, but
the VMs won’t go back to the XenServer host.

Note: The “Exit Maintenance Mode” function of the Winpower is just like you choose the
“Skip” button when you exit maintenance mode manually, so the VMs won’t go back to
the XenServer host.

[} EE)(it Maintenance Modej _
Would you like to restore your VMs to their previous location on
‘KenServer6.5-2'7
Vs to restore:
VM Name Current Location
@ win2008 xenserverf.5-4
@ new’ xenserverf.-3
| Restore VMs Skip | | Cancel |
e —

o [fUPS AC restore when the VMs are migrating, the VMs will go on migrating to the other
online XenServer hosts and the XenServer hosts will go on entering maintenance mode.
Then the XenServer hosts will exit maintenance mode immediately.
o [fthe VMs are migrating, but all the other XenServer hosts are offline, the migration will
be hung and the last host and all the VMs will be crash. Please refer to section 4 to get
the detailed information about how to protect the last host and VMs shut down
gracefully.
e  Winpower supply two options “maintenance mode” and “shutdown mode” for
XenServer hosts:
<~ If just choose “maintenance mode”, XenServer host will enter maintenance mode
and the VMs will migrate to the other online XenServer hosts, but the host won't be
shut down.

< Ifjust choose “shutdown mode”, the VMs will migrate to the other online XenServer
hosts and the host will be shut down.

<~ If both options are chosen, it is the same with just choose “shutdown mode”, the
VMs will migrate to the other online XenServer hosts and the host will be shut
down.



1.1 XenServer Migration precondition

Hardware:

e  UPS with network management card.

e  More than two XenServer hosts (paid version)
e  Network storage Server: NAS/SAN

Software:

o  XenCenter client should be installed on windows system.

e All the XenServer hosts can enter maintenance by manually

e  Winpower must be installed in any other Windows/Linux system in the same LAN with

XenServer host

1.2 Topology map

XenCenter

The same LAN &GinpowéF}—

— —

.. vMotion

Power

UPS

Image 1.2

NMC



2. Configuration

2.1 XenServer configuration

2.1.1 Pool conception

e  XenServer Migration can be work in the same pool, the VMs can be migrated to the other
online hosts in the same pool.
Please refer to the following image, there are one pool named pooll and there are four
XenServer hosts under the pooll tree map.

[x] XenCenter -|B -

File View Pool Server VM  Storage Templates Tools Help

Q Back - () Forward Add New Server New Pool 7] New Storsge [EI] Mew VM Shut Down 8 Reboot Suspend
Search O. [@ xenserver6.5-1 Logged in as: Local root account
N
=l {gf XenCenter General | Memory | Storage | Networking | NICs Console | Performance | Users | Search
[= @ poolt _____]
By enserver6.5-1 Server General Properties
E win7
=1 DVD drives
Properties Expand all  Collapse all
% Removable storage
= [ XenServer6.5-2 —~ 1=
(&)
@ new? General A
E win2008 Mame: xensenverd.3-1
DVD drives
% Description: Set by SessionReuse java at Thu Sep 10 10:55:51 CST 2015
=1 Removable storage
= E xenserverf.5-3 Tags: <Nene>
E Citrix WLB Virtual Applianc N
% DVD drives Folder: <MNone>
% Removable storage Pool master: Yes
= E xenserverfi.5-4
E wing Enabled: Yes
£ DVD drives iSCSIION: ign.2015-04.com.example: 1cd9cha3 _
E=1 Removable storage o =
{59 TestSR: DO NOT USE (createq || 09 destination: Local
xenservershare Server uptime: 23 hours 46 minutes
Toolstack uptime: 23 hours 43 minutes
< m > uuiD: d3100702-0c2d-47ae-aa54-e1d%f cdebblb
‘ﬁ- Infrastructure =
Management Interfaces [£7)]
ﬁ Objects
i%i Organization Views o Memary ¥
O‘ Saved Searches - Version Details E\:"
‘ Notifications @
. -
license Netails (3e) [

Image 2.1.1

2.1.2 Master conception

e  There is one master XenServer host in every pool, it is XenCenter
Please refer to the following image, the “xenserver6.5-1” host is the master host, it is
also the XenCenter.
Note:
All the migration can be executed when the XenCenter is online, so please make sure the
XenCenter is the last shutdown host, refer to the section 4 to get more information



about how to shut down the last host and the VMs.

File View Pool Server VM  Storage Templates Tools Help

aBa:k - 0 Forward ~ | @Add Mew Server | %' New Pool @ New Storage E New VM | @Shutann @Raboot Oiuspand

Search... QHE xenserver6.5-1 Logged in as: Local root account ‘I

Bl 4.t XenCenter General | Memory | Storage | Networking | MICs | Console | Performance | Users | Search

eneral Properties

£ DVD drives Expandall Collapseall

Q Removable storage .

~
= E%”:::;rﬁ's_a General |@m
[@ win2008 MName: xenserverf.3-1
Q DVD drives . . .
Q Removable storage Description: Set by SessionReusejava at Thu Sep 10 10:35:51 CST 2015
= E xenserverf.3-3 Tags: <MNone>
[@ Citrix WLB Virtual Applianc
=1 DVD drives Folder “None>
Q Removable storage Pool master Yes
= Eg:{:‘:rﬁj-d Enabled: Yes
£ DVD drives iSCSI 1QN: iqn.2015-04.com.example:Tcd9cba3 _
Q Removable storage Lo =
59 TestSR: DO NOT USE (created || 109 destination: Local
xenservershare Server uptime: 23 hours 53 minutes
Toolstack uptime: 23 hours 54 minutes
l <] [ [ [> uuiD: d3100702-0c2d-47ae-aa34-e1d9fcdebblb

Image 2.1.2-1
o Ifyou are not sure which XenServer is the master host, click the pool.
Click “pool” ->"General”, the “Address” panel will list the master host IP address.

File View Pool Server VM  Storage Templates Tools  Help

a Back ~ Q Forward ~ | @ Add MNew Server | @ New Pool fﬁ MNew Storage @ New VM | @ Shut Down @ Reboot 0 Suspend
Search... Q| @ poolt
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=] ﬁn KenCenter General | Search
EY poolt
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Mame: pooll
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I|ﬁ Infrastructure
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Image 2.1.2-2

2.1.3 Citrix WLB Virtual Appliance conception

e  All the migration can be executed when the “Citrix WLB Virtual Appliance” is online,



please make sure the “Citrix WLB Virtual Appliance” is always online

Note:
The “Citrix WLB Virtual Appliance” can be running on any one XenServer host.

File  View Pool Server VM Storage Templates Tools Help

e' Back - o Forward - @ Add Mew Server Mew Pool @ Mew Storage E’ New VM @ Shut Down % Reboot

Search... Q| | [ Citrix WLB Virtual Appliance on 'xenserver6.5-3"
E Q XenCenter General | Memory | Storage | Networking | Console | Performance | Snapshots | Search
= pooll
= E xenserverh.3-1
@ win7

(51 DVD drives

Q Removable storage

Hens r6.53-2
= @ Xenserve General

@ new’
[@ win2008 Name: itri WLB Virtual Appliance
£ DVD drives o
Q Removable storage Description:
= [y xenserverf.5-3 Tags: <MNone>
@ Citrix WLB Virtual Appliance I
- - Folder: <MNone>

L wing
51 DVD drives Operating System: CentOS release 5.10 (Final)
£ Removable storage
= E xenserverf,3-4

54 DVD drives Virtualization state: Optimized (version 6.3 installed]

£ Removable storage
@ TestSR: DO NOT USE (created by V
g xenservershare uuID: bd328398-418-abee-a10d-ec603963fab1

BIOS strings copied: No

Time since startup: 3 hours 23 minutes

Boot Options

Image 2.1.3

2.1.4 Enter/Exit maintenance mode manually

e  Make sure all the XenServer hosts can enter/exit maintenance mode manually. Right

click the XenServer host, choose “Enter Maintenance Mode”



File  View Server VM Tools

e Back - O Forward - @ Add Mew Server

Pool Storage  Templates

Mew Pool @ Mew Storage ﬁ Mew Vi

Help

@ Shut Down % Reboot

Search. Q| XenServer6.5-2
B {;} XenCenter General | Memory | Storage | Networking | NICs Consele | Perfformance | Users | Search
=] poell
=] E xenserverb.5-1
@ win?
£5) DVD drives -
__Pm erties
@ Removable storage e
= E XenServerd.3-2 - n
@ new? | New VM.
@ win2008 $3 MewSR.. KenServerf.3-2
£ DVD drive
Import.. Default install of Xen5erver
@ Removabl
E XEHFEWEfﬁ-S'E|L Enter Maintenance Mode..._] | <Mone=
=] E xenserverd,5- N
@ Citrocwig @  Reboot “Hone>
@ wind Shut Down Mo
g DVD drive: Restart Toolstack
Yes
Q Removabl
(5] TestSR: DON Remove Server from Peol iqn.2015-05.com.example:2ee5872b
B xenservershari [ ;
= Properties Local
Server uptime: 2 hours 16 minutes
< m > Toelstack uptime: 2 hours 12 minutes

Image 2.1.4-1

click “Enter Maintenance Mode” button

File  View Server VM Tools

e Back - O Forward - @ Add New Server

Pool Storage  Templates

Mew Pool @ MNew Storage E’ Mew VM

Help

@ Shut Down % Reboot 0

[ search.. Q/|[@ XenServer6.5-2
E{:}XenCenter General | Memory | Storage | Metworking | NICs Consele | Performance | Users | Search
= pooll

= E xenserverB.3-1

@ win7

£ DVD drives

Q Removable sterage
= E HenServerf.5-2

@ new’

[ win2008

£ DVD drives

Virtual machines on this server:

er General Properties

This operation will migrate or suspend all VMs running on this server and transition it
into maintenance mode.

Workload Balancing Enabled

g Removable sterage

E xencerverf.3-3
= E xenservert.5-4

[ Citrix WLB Virtual Appliang|

@ wind

E53 DVD drives

£ Removable storage
@ TestSR: DO NOT USE (created
g xenservershare

@ new’

[ win2008

——

Enter Maintenance Mode |

Image 2.1.4-2

VMs begin to migrate



This cperation will migrate or suspend all VMs running on this server and transition it
inte maintenance mode,

Virtual machines on this server: Workload Balancing Enabled

E new?

[ win2008

Enter Maintenance Mode || Close |

Server 'KenServerf.5-2' entering maintenance mode...

Image 2.1.4-3

Choose “Exit Maintenance Mode” check if the host can exit maintenance mode

File  View Pool Server WM Storage  Templates Tools  Help

a Back - Q Forward

- @ Add New Server Mew Pool @ New Storage @ MNew VM @ Shut Down % Rebo

Search... O.”l% xenserver6.5-4
Eﬁ}XenCenter General | Memory | Storage | Metworking | NICs | Console | Performance | Users | Searc
= By pooll
= [ xenserverf.5-1 : eneral Properties

@ winT

=1 DVD drives —
Q Removable storage

= E HenServerf.5

@ new’

-2

General

@ win2003 Mame:
= DVD drives - :

Description: Default install of XenServer
Q Removable storage

= E xenseryerd,3-
[G§ Citrix WLB Virtual Applianc

3 Tags: «Mone>

. Folder: <Mone>
@ wind
@ DVD drives Pool master: No
Q Removable storage )
- @ venserverd.5.d Enabled: In maintenance mode
g DVD driv{ §5]  New SR... ign.2016-03,com.example:3f34f9ab
Remaowval
(53 TestSR: DO N mport- Local
= xenser\.rersha| [: Exit Maintenance Mode 8 hours 37 minutes
@ Reboot = & hours 34 minutes
@ Shut Down
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Restart Teolstack

Remove Server from Pool t Interfaces

Properties

Image 2.1.4-4



2.2 Winpower configuration

2.2.1 Add XenCenter

e Open Winpower manager. Click “System”->“Act as
administrator password.

e  (Click “VMotion” node, click “Add” button

Administrator”. Input the

-
| £:| Winpower Manager  -- VMotion --

System Logs Device Tools Monitor SNMP Preference Language Help
_——
= H EEH |'J )
@& B

=-4® Rool

E}--\_.‘T:l_; LAN Add Maodify Remove Refresh

- K LIACNWHP7506547

Shutdown Settings

CB7 cOM4
: - ON-LINE_123
- 8 LIACNWhp4511838,
71133 LIACNWHP7505570
111 liaCNWHP7505213
[-101 LIACNWHP7506406
1‘ WAN

o-[l3 SNMP
VMotion .

IP address or host name Connection State Product Powered by LIPS

|<| m 3 LU
=

Image 2.2.1-1

Choose “Citrix XenCenter” in “Product” drop-down list, Input the XenCenter IP, user
name, password

-

)

Froduct [ Citrix XenCenter g

|F address or host name  |172.18.139.233

User Name rcn-c:-ﬂ

Password Tl

ok )| [ cance |

Image 2.2.1-2

2.2.2 Check XenCenter status

The XenCenter and the XenServer hosts that are in the same pool with XenCenter will be



listed under the “VMotion” node after adding the XenCenter
Note:
“172.18.139.233” is the mater host. It is the XenCenter and also the XenServer host.

F ™
|£| Winpower Manager -- VMotion - S s Ty ey B Be VR o e Pome e E@Iﬂ

System Logs Device Tools Monitor SNMP Preference Language Help
oy —
@F8: E @
Modify Remove Refresh ] I Shutdown Settings
IP address or host name Connection State Product Powered by LIPS
1[i72.18.130 233 ) Normal Citrix XenCenter 1 -
2/172.18.139.233 Mormal Citrix XenServer
3172.18.139.243 © Normal Citrix XenServer
12 e 17216150284 | Nommal CiixXenSever |
L@ 5172.18.139.244 © Normal Citrix XenServer
4 i ] 3 B +
L
Image 2.2.2
Parameters Define
IP address List the XenCenter IP and XenServer hosts IP

Connection status

List the XenCenter IP and XenServer hosts IP

connection status. The status refresh every 30s

Powered by List XenServer hosts powered by which UPS,
depending on NMC IP
Product There are two products: Citrix XenCenter and Citrix

XenServer

2.2.3 Shutdown Setting

Choose “SNMP” node, click“SN
search the NMC.

MP”->“Search Device”, Input NMC start IP and end IP,




-
|£| Winpower Manager -- SNMP --

(=@ =

System Logs Device Tools Monitor SNMP Preference Language Help
f—
@& 8B @
Lacation IP address Alias hadel Status - Load Link Serial #
-
Search Device E
Protocol Type Protocol IPvd4 =
SNMP Version SNMPv1 =
e WAN AreaName All Devices
{13 BN hd
~® Vhotion StartIP 172 .18 . 139 . 1
EndIP 172 . 18 . 139 . 254
SNMP Port 161
Public Community
Found Device:
Added Device:
Search | Cancel | Close |
—
4 1 v]0 4 m

Image 2.2.3-1

e The NMC cards are added under the “SNMP” node as below:

| 2| Winpower Manager — SNMP->172.18.139.57 - )

System Logs Device Tools Moniter SNMP Preference Language Help

@S 8@

Mormal

14:23

| 23200
49.9Hz

Model: OM-LINE  Wersion: 01.00

LIPS Ternp.

Inverter B

= =
ger ILILN

Battery valtage I219.DV
Tirme remaining IDmDs

|229.3V
|49 AHz

)
28.8°C

Battery Temp

LOAD

e

Load

IZ.SA
ID.SKW

Image 2.2.3-2

e  Choose the XenServer hosts under the “VMotion” node, click “Shutdown Settings” button
Note: the host “172.18.139.233” is not only XenServer but also XenCenter, so this host
should be always online. Please don’t set the shutdown parameter for the XenCenter.

Please refer to section 4 to protect XenCenter shutdown.
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System Logs Device Tools Monjtor SMMP Preference Language Help |
9E8:BO '
@ Root [t 3]
Suls LAN [ A | | moary || memove | [ Reesn | | Shutdown Setings
09 LIACNWHP75088
B LIACNWhp4511
11 LIAGNWHP75058 IF address ar host name Connection State Product Powered by UPS
111 liaCNWHP750521 1/172.18.139.233 ) Normal Citrix XenCenter -
11 LIACNWHP75064| 2]172.18.139.233 @ Normal Citrix XenServer
---353 WAN 3172.18.139.243 @ Normal Citrix XenServer 172.18.139.57
L' SnuP 4/172.18.120.234 © Normal Citrix XenServer 172.18.140.29
Eﬁ;‘g:}iﬁg Citrix XenServer
i
il
i
B
|
i
4 [} 5 1 b
L = = ———

Image 2.2.3-3
Open the “Shutdown Setting” dialog, the NMC in the “Powered by UPS” list is as same as
the NMC under the “SNMP” tree node
n

@J Winpower Manager - VMotion - | =BT |

|| System Logs Device Tools Monitor SNMP Preference Language Help

Add ] | Modify | | Remove | [ Refresh ] [ Shutdown Settings
+-¥13 LIACNWHP7506¢
-9 LIACNWhp4511
03 LIACNWHPT75058 IP address or host name Connection State Product Powered by UPS
19 iaCNWHP750521| 1/172.18.139.233 () Normal Citrix XenCenter -
10 LIACNWHP75064| 2/172.18.139.233 @ Normal Citrix XenServer
ks WAN ] er I
4/172.18.130.234 @ Mormal Citrix XenServer
0/172.18.138.244 @ Mormal Citrix XenServer
r@ Shutdown Settings u

Powered by UPS

Enable Remote Maintenance
Enter maintenance mode after battery discharge
Enable Remaote Shutdown

Enter shutdown mode after battery discharge

Image 2.2.3-4
“Shutdown Setting” parameters as below:




(£ | Shutdown Settings {i—hj

Powered by UPS
Enable Remote Maintenance

Enter maintenance mode after battery discharge |60 second(s)

Enable Remote Shutdown

Enter shutdown mode after battery discharge 600 second(s)
[ ok | [ Caceii ||
Image 2.2.3-5
Parameters Define
Powered by UPS This parameter identifies the XenServer hosts

powered by which UPS, depending on NMC IP.
The NMC in the “Powered by UPS” list must already
exist in “SNMP” tree node.

Enable Remote Maintenance If the option is enabled, the XenServer will enter
maintenance mode and all the VMs will migrate to
the other online XenServer host, the host won't

shut down

Enter maintenance mode after Set the timer for the XenServer enter maintenance
battery discharge mode After UPS AC failing
Enable Remote Shutdown If the option is enabled, the VMs will migrate to the

other online host firstly and then XenServer hosts
will shut down

Enter shutdown mode after Set the timer for the XenServer enter shutdown
battery discharge mode After UPS AC failing

2.3 NMC configure

2.3.1 UPS shutdown timer

e  Open NMC web, Click “UPS Management” -> “UPS shutdown”
For the “AC Failed” Actions, We advise choose “Client&UPS Shutdown” option, so that
when the timer is met, NMC will shut down the UPS. If choose “Client” option, the UPS
will discharge until battery low when AC fail.
For the “AC Failed” Warning period, the default timer is 900s. After the UPS AC fail for
“Warning Period” time, The UPS shutdown (“UPS Shutdown Delay” timer) begin
counting down.

o  For example, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 120S as



below image:

After UPS AC fail for 900S, the UPS shutdown count down. After AC failing 1020S
(900+120) s, the UPS shut down

For more info, please refer to NMC user manual <<Network Management Card User
Manual.doc>>

[ [
- e = LIRSV . P Aat — -——
e\ | @ np17218240.28/autho B~ ¢ @ Network Management Card | - ki
on-Line
NETWORK MANAGEMENT CARD FOR UPS Location:
10/11/2016 15:37512
UPS Management » UPS Shutdown haip
UES Saiwy Event Actions Warning Period{Sec) Warning Interval{Sec)
A
s — AC Failed Client Shutdown ™~ 500 [ ]
UPS Parameters — — 5 =
1 Baltery Low iont Shutdawn [v] a0 |
UPS identiication UPS Overload Cient Shutdonn __ [V] fooo [0 |
o Shidonn ] B \
UPS Battery Test Client Shitdovn ~ [900 a0 |
UPS Battery Test Schedule N — = - [0 |
|| snmP TRAP Receivers Client Shutdomn = 500 B ]
| uPs Connguration -
T Client Shutdown 900 | a0 ]
T Client Shutdown = fs00 | [ ]
Shutdown Schedule 2 Client Shutdown [l 200 ] [ I
] seiiings elow Battery Capacily Seting Client Shutdown ~ 0 | [0 |
HMC System Below Battery Remaining Time Ssfting Client Shutdown vl 0] | [ ]
| Reboot System
Access Control Cancel UPS Shutdown if events Restorea
Date and Time e S
SHMPY172 Configuration
Save
Wakeon L

Emall Notiication
Firmwars Upload
File Management

UPS Log
UPS Statistics Log
Event Log

System Log

Image 2.3.1
2.3.2 Winpower timer and NMC timer

e  Winpower maintenance time and shutdown time for migration should be shorter than
NMC “Warning Period”
For example: If the NMC shutdown setting is as the above image “Image 2.3.1” and the
“Warning Period” for “AC Failed” is 900s, then the maintenance time and shutdown time
should be shorter than 900s, so as to the UPS reserve enough time for Migration.

|£ | Shutdown Settings M

Powered by UPS
|:| Enable Remote Maintenance I

Enter maintenance mode after battery discharge E’D J second(s)
|:| Enable Remote Shutdown

Enter shutdown mode after battery discharge E{I’D J second(s)

[ oK© J [ Cancel) ||

Image 2.3.2



3. Shutdown testing

3.1 XenServer shutdown Action reflected table

Remote Remote
Maintenance Shutdown in

in Winpower | Winpower

Enable Enable VMs migrates to the | Shutdown
other available host
Disable Enable VMs migrates to the | Shutdown

other available host

Enable Disable VMs migrates to the | Crash

other available host

Disable Disable Crash Crash

3.2 Simulate shutdown testing

Test environment:
There are two XenServer hosts, two pieces of UPS and two pieces of NMC
XenServer1 is powered by UPS1, XenServer2 is powered by UPS2
UPS1 connect with NMC1, UPS2 connect with NMC2
e  NMC web: The shutdown setting for the two NMC is as below image.
“Warning Period” for the “AC failed” is three minutes (180s)
“UPS shutdown delay” time is two minutes (120s)

Image 3.2-1

e =T ==
o )| @ bitg-/ 1721814008 suthority okl 2 ) s x| | 0o o 5
on-LiNE
NETWORK MANAGEMENT CARD FOR UPS Location:
107111301
UPS Management » UPS Shutdown el
UPS Status Actions Warnin o PeriodiSec) warning Intervai{Sec)
:::::‘mm [Client Shutdown 7] 80 x 30 |
7 Client Shutdown ] o 30 |
UPS Identifcation Client Shutdown v | 00 [0 ]
fues Client Shutdown ___~ 900 30 ]
[| s Battery Test Client Shutdown ] 900 [30 |
[| ups Battery Test schedute [Cliant Shutdown. ~ 500 [0 |
| stae T mecerers [Gront Shaiown %] = e
I :::E:::"m Client Shutdown ] 800 30
| e [Client Shutdown ~ 900 30
Shutdown Schedule ot Sirtdows || [0 [0
Ciient Shutdown | 0 [0
[Ciient Shutdown ] 0 [30
Cancel UP3 Shuldown i wents Restor » O
SHMPV112 Configuration LP8 Shuadem = | [—
I u
Wake On LAN
Emai Notification
Firmware Upload
Fie Management
UPS Log
UPS Statistics Log
Event Log
System Log

glefeflefdjulla]a]a] EeeEE

e  Winpower side: XenServerl powered by UPS1, maintenance time is 1 minute, shutdown



time is 2 minutes

E— B
| £| Shutdown Settings . ﬁ
Powered by UPS 172.18.129.57 -

Enable Remote Maintenance
Enter maintenance mode after battery discharge |60 second(s)

Enable Remote Shutdowr

Enter shutdown mode after battery discharge 120 second(s)
[ ok )| [ cance |
Image 3.2-2

e  Winpower side: XenServer2 powered by UPS2, maintenance time is 1 minute, shutdown

time is 2 minutes

E— B
| £| Shutdown Settings . ﬁ
Powered by UPS H721B 74058

Enable Remote Maintenance
Enter maintenance mode after battery discharge |60 second(s)

Enable Remote Shutdown

Enter shutdown mode after battery discharge 120 second(s)
( oK ]| | cancel ]|
Image 3.2-3

3.2.1 Case one

e  Testresult:

»  After UPS1 AC failing for one minute, XenServerl enter maintenance mode, the VMs
migrate to XenServer2

»  After UPS1 AC failing for two minutes, XenServer1 shut down

»  After UPS1 AC failing for three minutes, UPS1 shutdown counter down

»  After UPS1 AC failing for five minutes, UPS1 shut down



>

After UPS1 AC restoring, XenServer1 start up and exit maintenance mode

3.2.2 Case two

Test result:

After UPS1 AC failing for one minute, XenServerl enter maintenance mode, the VMs
migrate to XenServer2

If the UPS1 AC restore when the VMs are migrating, the VMs go on migrating and the
XenServerl go on entering maintenance mode. But the XenServerl will exit
maintenance instantly

UPS1 is online, XenServer1 works fine.

3.2.3 Case three

We assume there are three UPS devices, NMC cards, XenServer hosts

XenServerl is powered by UPS1, XenServer2 is powered by UPS2, XenServer3 is powered by
UPS3.

UPS1 is connected with NMC1, UPS2 is connected with NMC2, UPS3 is connected with NMC3.
XenServerl is the XenCenter

L]
>
>

YV V V V

Test result:

UPS2 and UPS3 AC fail at the same time.

After AC failing for one minute, XenServer2 enter maintenance mode, the VMs migrate
to XenServer3 or XenServerl. Then XenServer3 enter maintenance mode, all the VMs
migrate to XenServerl

After AC failing for two minutes, XenServer2 and XenServer3 shut down

After AC failing for three minutes, UPS2 and UPS3 shutdown counter down

After AC failing for five minutes, UPS2 and UPS3 shut down

When the AC of UPS2 and UPS3 restore, XenServer2 and XenServer3 will startup and
exit maintenance mode.



4. Protect XenCenter

4.1 Protect XenCenter via Winpower standard version

XenCenter
Power -~ .
S winpower
—— N
JISB/RS23
UPS USB/RS232 §
Image 4.1-1

e  Winpower is installed on XenCenter(the master host in the pool), UPS is connected with
XenCenter via USB/RS232. When the UPS AC fails, the Winpower send the shutdown
notification to XenCenter. When the XenCenter accept the shutdown notification, it will
shut down the VMs firstly then shut down host.

xrencenter server console

ower_InstallLog. log

ocalhost winpower 1#
Broadcast message from root (Sat Sep 4 18:14:31 2010):

Winpower Message: LINE-INT in USB input power failed!?

Image 4.1-2
e  For more info refer to the user manual as below.

o

Winpower for
XenServer. docx



4.2 Protect XenCenter via SPS

XenCenter
Power \\\
UPS NMC %
Image 4.2-1

e SPSisinstalled on XenCenter, UPS is connected with NMC, Add NMC in SPS.
When the UPS AC fail, the NMC will send the shutdown notification to SPS, the SPS will
send shutdown notification to XenCenter. When the XenCenter receive the notification, it
will shut down the VMs firstly then shut down the host.

[© xenservers Logged in as: Local root accoun

Search | General | Memory | Storage | Networking | NICs Console |Performance | Users | Logs

xenserverb server console

Broadcast message from root (Ued Apr 16 17:46:07 2014):

lspswal lmsgTJOPAlwall System Protect Software Message: Topic: Event Warning UWhen:
Z014-04-16 17:46:07 Who: 172.18.139.102 What: Utility power is not available

Broadcast message from root (Ued Apr 16 17:46:17 Z014):
lepswal Insg2 YNAhy

Broadcast message from root (Wed Apr 16 17:46:17 2014):

lspswallmsg2¥NAhvwall System Protect Software Message: Topic: Event Warning When:
2014-04-16 17:46:17 Who: 172.18.139.102 What: Utility power is not available

Broadcast message from root (Ued Apr 16 17:46:27 2014):
ispswal InsyxGgUNk
Broadcast message from root (Ued Apr 16 17:46:27 2014):

ispswallnsgxGgUNkwall System Protect Software Message: Topic: Event Warning When:
2014-04-16 17:46:27 Who: 172.18.139.102 What: Utility power is not available

Image 4.2-2
e  For more info about NMC shutdown, please refer to user manual as below.

SPS for
XenServer. doc



5. Protect NAS/SAN (NAS QNAP TS-269

pro as example)

5.1 Over viewer

Power

G 1 NAS/SAN
UPS USB/NMC

Image 5.1

5.2 Protect NAS/SAN via SNMP

Note: Please purchase NAS/SAN attachment with “USB/SNMP” function

e NAS/SAN is powered by UPS, UPS is connected with NMC

e Open NAS Web, click “External Device”->“UPS”, choose “UPS with SNMP
management” in the “Protocol”, input NMC IP, set the shutdown condition
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um off the server after the AC power fails for
minute(s): 5

) The system will enter "*auto-protection” mode after the AC power fails for

) *Auto-protection: when the power restores, the system automatically resumes to its previous state
& External Device

B System Status
= System Logs
A Privilege Settings
@ Network Services

Q Applications
B8 Station Manager
% Backup Station

@ Web Server

UPS Information

NOI‘mal Manufacture: EPPC
Battery capacity: _ Model: ON-LINE

Estimated protection time: 5:46:0 (hh:mm:ss)

. Apply Al

Image 5.2-1

NAS server will be shut down after UPS AC failing for 5 minutes. You can check the

system logs also.

The system logs recorded “Power loss detected on UPS. System would be shut down

after 5 minutes”

System Logs 00
2J
[ System Connection Logs Online Users Syslog Client Management
All save Content Search
Time Users Source IP Computer name Content
16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS support has been enabled i
16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS settings have been changed
16:19:49 System 127.0.0.1 localhost [UPS Settings] UPS model has been changed to USB server mode L
16:06:58 System 127.0.0.1 localhost Power has returned to UPS. Canceling shutdown.
16:06:22 System 127.0.0.1 localhost Power loss detected on UPS. System would be shutdown after 5 minute(s)
Image 5.2-2

5.3 Protect NAS/SAN via USB

Note: Please purchase NAS/SAN attachment with “USB/SNMP” function

NAS/SAN is powered by UPS, UPS is connected with NAS/SAN via USB

Please take priority of purchasing HID Power Device UPS, because only partly Q1 UPS
are supported. Following Q1 UPS are passed our testing:

PID/VID: 0665/5161, 06da/0003, 06da/0004

Open NAS Web, choose “External Device”->“UPS”, UPS will be detected automatically
Set the shutdown condition.
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Image 5.3
NAS will be shut down after UPS AC failing for 2 minutes.



